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1
Introduction

On behalf of Gemplus, Jean-Francois Rubon welcomed the delegates.

JF Rubon (Gemplus) is appointed as the chairman & secretary of the session.

2
Agenda

Agenda is agreed as follows :

1) identify the service requirement

2) browse through all proposed CRs regarding the link management

3) discuss the security issues

4) look at bearer independent enhancement & correction

5) agree on the technical contents of the CR

6) define an action plan

3
Identification of service requirements

TDOC
Subject
Source

T3z000009
Proposed TSG-T WG3 work item for use of local link (RS232,  Bluetooth, USB, Irda) as a bearer for USIM Application Toolkit
T3

This document gives the frame for the discussions. To be noted : the W.I. isn't yet approved by T3, as some comments from T2 are pending.

TDOC
Subject
Source

T3z000003
Bluetooth presentation
Gemplus

Two basic families of applications : 

1. A SAT application wants to access a service offered by an external device.

2. A SAT application wants to provide a service to an external entity : the mobile (terminal+SIM) acts as a device.

Other services that may be useful :

1. The SIM controls the device connection : the SIM verifies which devices are allowed to be connected to the terminal. In other words, the SDP database in the ME is controlled by the SIM.

2. The SIM controls a connection between device and the network which takes place through the terminal

It is felt that we should rely on existing management modules of the terminal (ex : database), instead of duplicating every manager in the card.

We can split the link management issues in two :

1. channel management

2. connection (database) management :

· SIM adds a new device (appairing)

· SIM provides new application

· SIM controls device connection

· SIM gets status of connection

TDOC
Subject
Source

T3z000007
New SAT commands for local connection management
Bouygtel

In this Tdoc, another service we can think of is presented : access of the SAT to a network (e.g. IP) using the local bearer to a PC, and then from the PC to the internet. SAT can access to the same internet site over the GSM/UMTS network, using the network bearer independent commands.

So from the SAT application point of view, access is identical. It uses bearer independent features, whether it is local-oriented or network-oriented.

In order to achieve that, it is felt necessary :

· to correct GPRS bearer independent in order to have packets (see Tdoc 005)

· to correct bearer independent in order to use transport layers of the mobile (see Tdoc 006)

TDOC
Subject
Source

T3z000002
Bluetooth protocol overview
Gemplus

RFCOMM is a basic layer. That means that if a Terminal doesn't provide RFCOMM, it's useless to try to use Bluetooth as a bearer for USAT. So it is agreed to have it as a pre-requisite.

SDP (Service Discovery Protocol) support by the ME is felt  necessary. Access to SDP through an API is possible.

Other layers can be supported as well (e.g. UDP/TCP)

Interface to L2CAP is not necessary.

Direct interface to HCI (Hardware Control Interface) is not necessary. But an API could be necessary in order to access (read/update/delete) the encryption keys. HCI is a standardized interface, so we could define what commands we want to reuse.

TDOC
Subject
Source

T3z000011
Presentation of Bluetooth connection mechanisms
Bouygtel

This Tdoc describe how the connection is established, at several layers : physical, logical (layer2) and application.

4
Browsing through the proposed CRs

TDOC
Subject
Source

T3z000004
CR 31.111 R00 "Addition of Bluetooth commands for bearer independent protocol feature"
Gemplus

This CR requires that the terminal offers an access to the HCI layer.

TDOC
Subject
Source

T3z000005
CR 11.14 R99 "Enhancement of SAT commands for using local link in bearer independent protocol feature"
Bouygtel

This CR applies not only on Bluetooth, but as well on IrDA and fixed link bearers.

This CR contains also corrections to the bearer independent mechanism itself : these corrections should be put on a separate CR and presented to the next SMG9/T3 meeting, as it is correction to R'99. According to the author, these corrections are necessary in order to make GPRS bearer independent work.

What needs to be fixed is :

· make the destination address optional

· clarify that the interface is packet-oriented.

· define the format of the APN

· add login name / password

· file list / PPP parameters : format and content to be clarified

To simplify the management, another CR has to be prepared :

-
speed parameters : the SIM shouldn't be required to give these parameters 

Another improvement is proposed :

· "default bearer" : the SAT asks the ME to use a bearer that the ME chooses itself

The implementation of such a default bearer would be completely ME-manufacturer dependent.

TDOC
Subject
Source

T3z000008
CR 31.111 R00 "Introduction of Bluetooth technology in the bearer independent protocol feature for USAT"
Alcatel

Questions are raised about the need to have knowledge about the environment before opening the channel.

5
Security issues

Bluetooth Security mechanisms are described in a White Paper called "Bluetooth Security architecture", from the Bluetooth Special Interest Group.

TDOC
Subject
Source

T3z000012
Presentation on Bluetooth as a bearer for USAT (rev of T3z00003)
Gemplus

This Tdoc describe shortly the security mechanisms defined in Bluetooth specs.

Pairing procedure depends on a pass key (a sort of PIN code) that shall be shared by both devices.

This pass key code is either entered by the user (MMI) if both device provide such an MMI, or it is stored at customization in both or one of the devices. This procedure is symmetrical, and independent of which device is providing/accessing the service.

For us, 3 solutions :

a) the pass key is stored in the SIM/SAT

b) the pass key is asked to the user using the GET_INPUT SAT command

c) the SAT application asks the terminal to provide the MMI to enter the pass key (as the terminal probably provides such a MMI procedure for other Bluetooth applications)

Case a) and b) are similar from the ME point of view : the pass key is given by the SAT application

Questions on what to do when several devices in the environment share the same class of service ? Only one device will be the "good one", the one for which the pass key is correct. Does the terminal need to do the retry procedure, e.g. re-attempt the pairing procedure with the other devices,  in case of failure ?

TDOC
Subject
Source

T3z000011
Presentation of Bluetooth connection mechanisms
Bouygtel

See the security part of the document.

Question : is pairing valid for a given amount of time ? Is the pairing controlled by the application ?

The link keys which are used by the baseband are used to control the pairing. Note that HCI allows to read or write these link keys, but if it is offered or not to the application  level is implementation dependent.

So basically, we have three choices :

a) link keys (read/write/delete) offered to the SAT

b) no control at all (SAT relies on the baseband to establish Bluetooth security)

c) partial control : SAT may want to be informed if the link is ciphered, and may ask the link to be ciphered.

possibility a) offers as well the possibility to avoid peering procedure. It will allow as well to control which device (identified by its BD-ADDR) is allowed to be peered. Consensus was reached during the meeting that it adds complexity to the implementation of the ME, to the ME-device personalisation process, and that authorization & authentication could be done at the application level (i.e. if the application needs it).

So the pass key should be used and not the link key.

possibility a) offers the possibility to cancel a peering, by deleting the link key. Consensus was reached that this procedure shall be under total control of the user, so it was concluded that this possibility shall not be offered to the SAT application.

It is felt that the knowledge of the secutity of the link is useful.

So consensus is reached on choice c)

Question : does the terminal need to give the BD-ADDR of the neighbouring devices to the SAT ? Discussion that when during a pairing process, several devices may be present. 2 solutions :

a) either try the peering which each device and see if it works

b) present the nicknames/BD-ADDR to the application (and perhaps to the user) in order to let it or him the possibility to choose. Then the SAT asks the peering with the device identified by a given BD-ADDR.

Consensus was reached on solution b) as it is more efficient, shorter in time.

A general comment : the more we give control to the SAT, the more we have flexibility, but on the other side it adds complexity to the SAT application, and to the level of service that a ME manufacturer should provide in order to be compliant with this SAT feature.

"End-user experience" page in the Tdoc : these are requirements from Bouygtel about what should be done to alert the user about what is happening.

That should not appear on the SAT specification. It's an example of guidelines that Bouygtel will give to application developers.

Security at the application level: it is out of scope of Bluetooth specification. If for instance a bank wants to define a banking application, the bank itself would specify its own security scheme.

6
Bearer independent enhancement & correction

TDOC
Subject
Source

T3z000006
CR 11.14 R'99 : Enhancement of SAT commands for bearer independent protocol feature in order to provide the SIM an access to  ME  transport layer
Bouygtel

This proposed CR on GSM 11.14 is independent from the "local link" topic , it's more related to the "bearer independent" feature itself, whatever the bearer.

The author points out that this CR needs to be refined. The goal of the presentation here is to give the spirit of this feature.

Basically, it consist in adding a optional parameter in the OPEN CHANNEL command which contains :

· the protocol type (TCP, UDP, WTLS, ...),

· the address type (IPv4, IPv6, X25, ...)

· the address itself

And a modification to the TERMINAL PROFILE is proposed as well, the terminal is expected to indicate which kind of transport protocol it supports : TCP, UDP, WDP (equivalent of UDP in the WAP stack), WTLS (layer below WDP), Tiny TP (transport protocol in the IRDA).

The data that will be received/sent from the SAT to the transport layer is a SDU that will be received/transmitted in the TPDU. A note should be added to clarify that.

An error status could be returned by the ME if it is not capable to run the specified transport layer with the specified bearer.

Question raised if this CR should be proposed in conjunction with the proposal of the default bearer (see Tdoc T3z000005). Answer is yes. The "default mobile bearer configuration" should be used only when the transport layer is specified. The default "serial link" option would be included in the "local link" CRs.

TDOC
Subject
Source

T3z000010
CR 11.14 v8.2.0 Addition of SAT commands and events for local connection status
Bouygtel

This Tdoc contains a proposal to add a new command : "get local connection status", and an event "local connection status".

Questions raised about if information on all the devices shall be reported, or if a sort should be done for instance using the class of device, or the name of device.

Question on how the devices are identified. Is there a way to identify the device independently of the technology ?

Note about IrDA : some investigations need to be made. Several attendees expressed that IrDA is not the priority. Chairman proposes that we should try to be generic, but at the end of the work item, if everything is not defined for a bearer (such as IrDA), the parameters for this bearer would be deleted from the CRs proposed to T3. It's up to the companies to provide contributions dealing the bearer they are interested in.

Discussion about SETUP EVENT LIST. It could be proposed to add the possibility to indicate in this command a filter, regarding the class of device.

Investigations should be carried on regarding this issues.

Discovery :

When a service is requested, it may need a service discovery. It may be done as well when doing the GET LOCAL CONNECTION STATUS.

Question is raised on the mean to open a channel : OPEN CHANNEL, or OPEN LOCAL CHANNEL ? In other words, do we need to specify a new command.

Consensus : only one command.

What about the parameters ? We need more information from mobile manufacturers.

WID : unique ID of the profiles defined in Bluetooth specification. More investigations are needed.

If the SAT wants to provide a service, it has to provide a profile. A specific command has to be designed in order for the SAT to give it to the terminal. And an event may be linked to this profile, in order for the terminal to alert the SAT when an external device wants to access the service.

7
Action plan

In order to continue the discussion by e-mail, it is agreed that the reflector should be T3_USAT.

Deadline : next SMG9/T3 meeting (22-26 May 2000) :

· R'99 11.14 and 31.111 correction to GPRS bearer : Hubert Helaine volunteers to draft CR 

· Use of  Transport Layer : correction (R'99) or improvement (R'00) of bearer independent feature. Could be mixed with the definition of a default mobile bearer. H. Helaine volunteers to draft the CR.

· S1 : CR on 22.038 : JF Rubon volunteers

· Powerpoint presentation to T3 : JF Rubon volunteers

Deadline : next ad-hoc meeting (June 2000 ?) :

· Profile download : D. Tournier 

· Service Discovery : give the information of services available : D. Tournier.

· OPEN CHANNEL features. P. Hubbe volunteers.

· Pairing function. P. Hubbe volunteers.

· Connection status : H. Hélaine volunteers.

· Speed independence. No volunteer.
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